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Baconian Cipher

The Baconian cipher is a steganographic substitution cipher invented
by Francis Bacon.

It encodes each letter of the alphabet using a group of 5 characters made
up of only A and B.

That means every letter from A—Z becomes a 5-letter sequence like:

A = AAAAA
B = AAAAB
C = AAABA
7 = BABBB

So a word like:
HELLO

becomes a sequence of A’s and B’s.

It is useful for:
¢ Hidden messages

¢ Encoding inside text formatting
e Learning binary-style encoding

import java.util.HashMap;

import java.util.Map;
public class Main {

private static final Map<Character, String> baconMap = new
HashMap<>();

private static final Map<String, Character> reverseMap = new
HashMap<>();

// Initialize Baconian mappings
static {
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String[] codes = {
"AAAAA", "AAAAB" , "AAABA", "AAABB", "AABAA", "AABAB",
"AABBA", "AABBB", "ABAAA", "ABAAB", "ABABA", "ABABB",
"ABBAA", "ABBAB", "ABBBA", "ABBBB", "BAAAA", "BAAAB",
"BAABA", "BAABB", "BABAA", "BABAB", "BABBA", "BABBB",
"BBAAA", "BBAAB"

};

for (int 1 = 0; i < 26; i++) {
char letter = (char) (‘A" + 1i);
baconMap.put(letter, codes[i]);
reverseMap.put(codes[i], letter);

// Encrypt

public static String encrypt(String text) {
text = text.toUpperCase();
StringBuilder result = new StringBuilder();

for (char c : text.toCharArray()) {
if (Character.isLetter(c)) {
result.append(baconMap.get(c)).append(" ");

}
}
return result.toString().trim();
}
// Decrypt

public static String decrypt(String text) {
StringBuilder result = new StringBuilder();
String[] tokens = text.split(" ");

for (String token : tokens) {
if (reverseMap.containsKey(token)) {
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}

return

result.append(reverseMap.get(token));

result.toString();

public static void main(String[] args) {

String

String
String

System.
System.
System.

// Original
// Encrypted
// Decrypted :

message = "HELLO";

encrypted = encrypt(message);
decrypted = decrypt(encrypted);
out.println("Original " + message);

out.println("Encrypted : + encrypted);

out.println("Decrypted : + decrypted);

: HELLO
: AABBB AABAA ABABB ABABB ABBBA

HELLO
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Blowfish

Blowfish is a fast, symmetric block cipher designed by Bruce Schneier.

It uses:
o Block size: 64 bits
o Key size: 32 — 448 bits
e Feistel network with 16 rounds
o Very fastin software and fully supported by Java Cryptography
API (JCE)

It is considered secure for learning and legacy systems, but modern
systems typically prefer AES because Blowfish’s block size is small.

import javax.crypto.Cipher;
import javax.crypto.SecretKey;
import javax.crypto.spec.SecretKeySpec;

import java.util.Base64;
public class Main {
private static final String ALGORITHM = "Blowfish";

// Generate key from a string
public static SecretKey generateKey(String key) {
return new SecretKeySpec(key.getBytes(), ALGORITHM);

// Encrypt text
public static String encrypt(String plainText, SecretKey
secretKey) throws Exception {
Cipher cipher = Cipher.getInstance(ALGORITHM);
cipher.init(Cipher.ENCRYPT_MODE, secretKey);
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byte[] encryptedBytes =
cipher.doFinal(plainText.getBytes());

return
Base64.getEncoder().encodeToString(encryptedBytes);

}

// Decrypt text
public static String decrypt(String cipherText, SecretKey
secretKey) throws Exception {
Cipher cipher = Cipher.getInstance(ALGORITHM);
cipher.init(Cipher.DECRYPT_MODE, secretKey);

byte[] decodedBytes =
Base64.getDecoder().decode(cipherText);

byte[] decryptedBytes = cipher.doFinal(decodedBytes);

return new String(decryptedBytes);

public static void main(String[] args) {

try {

String message = "Hello Blowfish";

String key = "SuperSecretKey";

SecretKey secretKey = generateKey(key);

String encrypted

encrypt(message, secretKey);

String decrypted = decrypt(encrypted, secretKey);

System.out.println("Original : + message);

System.out.println("Encrypted: + encrypted);

System.out.println("Decrypted: + decrypted);
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} catch (Exception e) {
e.printStackTrace();

// Original : Hello Blowfish
// Encrypted: 7dnP4T1jy859XFPzwxDRGg==
// Decrypted: Hello Blowfish
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Caesar

The Caesar Cipher is one of the simplest and most famous substitution
ciphers.

Each letter in the plaintext is shifted by a fixed number of positions in the
alphabet.

If the shift is 3:
A—-D
B—-E
C—-F
.)-(.—>A

Y —-B
Z—C

Formula:

Encryption:
E(z) = (z + shift) mod 26

Decryption:
D(z) = (z — shift) mod 26

It was used by Julius Caesar in military communication.
It is not secure, but perfect for understanding substitution ciphers.

public class Main {
// Encrypt text
public static String encrypt(String text, int shift) {
StringBuilder result = new StringBuilder();

for (char ch : text.toCharArray()) {

if (Character.isUpperCase(ch)) {
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char encrypted = (char) ((ch - 'A" + shift) % 26

+ 'A");

result.append(encrypted);
}

else if (Character.islLowerCase(ch)) {

char encrypted = (char) ((ch - 'a' + shift) % 26

a');
result.append(encrypted);
}
else {
result.append(ch); // keep spaces and punctuation
}
}

return result.toString();

// Decrypt text

public static String decrypt(String text, int shift) {

return encrypt(text, 26 - (shift % 26));

public static void main(String[] args) {

String message = "HELLO WORLD";
int shift = 3;

encrypt(message, shift);

String encrypted

String decrypted = decrypt(encrypted, shift);

System.out.println("Original : + message);

System.out.println("Encrypted: + encrypted);

System.out.println("Decrypted: + decrypted);
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// Original : HELLO WORLD
// Encrypted: KHOOR ZRUOG
// Decrypted: HELLO WORLD
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Columnar Transposition Cipher

The Columnar Transposition Cipher is a classic transposition cipher where
the plaintext is written into a grid row-by-row using a keyword to determine
the order in which columns are read. The keyword is sorted alphabetically,
and the columns are read in that sorted order to produce the ciphertext.

Unlike substitution ciphers, this method does not change the letters, only
their positions, which is why it's called a transposition cipher.

How it works (encryption):
Choose a keyword (for example: ZEBR2).

Write the plaintext in rows under the keyword.
Number the letters in the keyword based on alphabetical order.
Read the columns in the order of the sorted keyword indexes.
Combine those columns to get the ciphertext.

o b=

Example with keyword ZEBRA:

Keyword: Z E B R A
Order: 5 3 2 4 1

Plaintext: ATTACKATDAWN

(X used for padding)

Read by order -~ ABERZ
Ciphertext: CAXTATNTTDWA

import java.util.*;
public class Main {

// Get the order of columns from the key
private static int[] getKeyOrder(String key) {
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int len = key.length();
Integer[] order = new Integer[len];

for (int 1 = 9; i < len; i++) {

order[i] = i;

Arrays.sort(order, Comparator.comparingInt(i ->
key.charAt(i)));

int[] result = new int[len];

for (int 1 = 9; i < len; i++) {
result[order[i]] = i;

}

return result;

// Encryption
public static String encrypt(String text, String key) {
text = text.replaceAll("\\s+", "").toUpperCase();

int keyLen = key.length();
int rows = (int) Math.ceil((double) text.length() /
keyLen);

char[][] matrix = new char[rows][keyLen];

int index = 0;
for (int i = 0; i < rows; i++) {
for (int j = 0; j < keyLen; j++) {
if (index < text.length()) {
matrix[i][j] = text.charAt(index++);
} else {
matrix[i][j]

'X'; // padding




int[] order = getKeyOrder(key);

StringBuilder cipher = new StringBuilder();

for (int k = 0; k < keyLen; k++) {
for (int col = @; col < keyLen; col++) {
if (order[col] == k) {
for (int row = ©@; row < rows; row++) {
cipher.append(matrix[row][col]);

}

return cipher.toString();

// Decryption
public static String decrypt(String cipher, String key) {
int keyLen = key.length();
int rows = (int) Math.ceil((double) cipher.length() /
keyLen);

char[][] matrix = new char[rows][keyLen];

int[] order = getKeyOrder(key);

int index = 0;

for (int k = 9; k < keyLen; k++) {
for (int col = @; col < keylLen; col++) {
if (order[col] == k) {
for (int row = 0; row < rows; row++) {
if (index < cipher.length()) {
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matrix[row][col] =

cipher.charAt(index++);

StringBuilder plain = new StringBuilder();
for (int i = 0; i < rows; i++) {
for (int j = @; j < keyLen; j++) {
plain.append(matrix[i][j]);

return plain.toString().replaceAll("X+$", ""); // remove

padding

// Test

public static void main(String[] args) {
String key = "ZEBRA";
String text = "ATTACK AT DAWN";

String encrypted = encrypt(text, key);

System.out.println("Encrypted: + encrypted);

String decrypted = decrypt(encrypted, key);

System.out.println("Decrypted: + decrypted);

// Encrypted: CAXTTXTANADXAKW
// Decrypted: ATTACKATDAWN
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DES

DES is a symmetric-key block cipher developed in the 1970s. It encrypts
data in 64-bit blocks using a 56-bit key (plus 8 parity bits). DES applies 16
rounds of substitution and permutation operations (Feistel structure) to
transform plaintext into ciphertext.

Today, DES is considered insecure for modern systems because its 56-bit
key is too short and can be brute-forced. It is mostly used for learning or
legacy support. Modern replacements are AES and 3DES.

Key points:

e Symmetric encryption (same key for encrypt/decrypt)
e Block size: 64 bits

o Key size: 56 bits

e  Structure: Feistel network, 16 rounds

e Status: Insecure / deprecated for real security

import javax.crypto.Cipher;
import javax.crypto.KeyGenerator;
import javax.crypto.SecretKey;

import java.util.Base64;
public class Main {

// Generate DES Key
public static SecretKey generateKey() throws Exception {
KeyGenerator keyGenerator =
KeyGenerator.getInstance("DES");
keyGenerator.init(56); // DES uses 56-bit keys

return keyGenerator.generateKey();

// Encrypt using DES
public static String encrypt(String plaintext, SecretKey key)

throws Exception {
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Cipher cipher =
Cipher.getInstance("DES/ECB/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, key);

byte[] encryptedBytes =
cipher.doFinal(plaintext.getBytes());

return
Base64.getEncoder().encodeToString(encryptedBytes);

}

// Decrypt using DES

public static String decrypt(String encryptedText, SecretKey

key) throws Exception {
Cipher cipher =
Cipher.getInstance("DES/ECB/PKCS5Padding");
cipher.init(Cipher.DECRYPT_MODE, key);

byte[] decodedBytes =
Base64.getDecoder().decode(encryptedText);
byte[] decryptedBytes = cipher.doFinal(decodedBytes);
return new String(decryptedBytes);
public static void main(String[] args) {
try {

String message = "HELLO WORLD";

SecretKey key = generateKey();

String encrypted = encrypt(message, key);

String decrypted = decrypt(encrypted, key);

System.out.println("Original: + message);

System.out.println("Encrypted: + encrypted);
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System.out.println("Decrypted:

} catch (Exception e) {
e.printStackTrace();

// Original: HELLO WORLD
// Encrypted: 0enQj79jIBQT+XcPWcWvDQ==
// Decrypted: HELLO WORLD

+ decrypted);
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ECC

Elliptic Curve Cryptography (ECC) is a public-key cryptography system
based on the mathematics of elliptic curves over finite fields.

It provides the same security level as RSA/DH but with much smaller keys,
making it faster and more efficient.

ECC is used in:
e HTTPS/TLS

e Bitcoin & blockchain wallets
e Secure messaging (Signal, WhatsApp)
e Mobile devices & loT

import java.security.KeyPair;

import java.security.KeyPairGenerator;

import java.security.PrivateKey;

import java.security.PublicKey;

import java.security.spec.ECGenParameterSpec;

import java.util.Base64;
public class Main {
public static void main(String[] args) throws Exception {
// Create ECC Key Pair Generator
KeyPairGenerator keyPairGenerator =
KeyPairGenerator.getInstance("EC");
ECGenParameterSpec ecSpec = new
ECGenParameterSpec("secp256ri1");

keyPairGenerator.initialize(ecSpec);

// Generate Key Pair
KeyPair keyPair = keyPairGenerator.generateKeyPair();
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PublicKey publicKey = keyPair.getPublic();

PrivateKey privateKey = keyPair.getPrivate();

// Show keys

System.out.println("Public Key:");

System.out.println(Base64.getEncoder().encodeToString(pub
licKey.getEncoded()));

System.out.println("\nPrivate Key:");
System.out.println(Base64.getEncoder().encodeToString(pri
vateKey.getEncoded()));

}

// Public Key:

//
MFkwEwWYHK0ZIzjOCAQYIKoZIzjODAQcDQEAESQiQpFUp7TEIXHYCIXnMTOfCoC/Zb
5IMtctPZnnmroy2q1RyRLqfpXkULcW15GFBXINR+GMPeW4JY42wnK4Zgw==

// Private Key:

//
MEECAQAWEWYHK0ZIZzjOCAQYIK0ZIZzjODAQCEIzA1AgEBBCDrGX+aU4RItOcsT9xse
vu63nbL89DkcEpjvzbTnNSkgg==
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Hill Cipher

The Hill Cipher is a classical polygraphic substitution cipher that uses
linear algebra (matrix multiplication) to encrypt blocks of letters.

e |Letters are converted to numbers: A=0, B=1, ..., Z=25
o A key matrix (2x2, 3x3, etc.) is used

Encryption:
C=(K x P) mod 26

Decryption requires the matrix inverse modulo 26

Important: The key matrix must be invertible mod 26, otherwise decryption
is impossible.

Example (2x2 Hill Cipher)

Key matrix:

3 3
e

Plaintext: "HI"
Convert:
H=7,1=8

Multiply:

19=T,2=C
Encrypted text = "TC"

public class Main {
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static int[][] key = {
{3, 3},
{2, 5}

¥

// Encrypt function
public static String encrypt(String text) {
text = text.replaceAll("\\s+", "").toUpperCase();
if (text.length() % 2 1= 0) {
text += "X"; // padding

StringBuilder cipher = new StringBuilder();

for (int i = @; i < text.length(); i += 2) {

int x1 = text.charAt(i) - 'A';

int x2 = text.charAt(i + 1) - 'A’;

int c1 = (key[@][0] * x1 + key[0][1] * x2) % 26;
int c2 = (key[1][0] * x1 + key[1][1] * x2) % 26;

+

cipher.append((char) (c1 "A));

cipher.append((char) (c2 "A"));

+

return cipher.toString();

public static void main(String[] args) {

String message = "HELLO";

String encrypted = encrypt(message);
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System.out.println("Plaintext :
System.out.println("Encrypted :

// Plaintext : HELLO
// Encrypted : HIOZHN

+ message);
+ encrypted);
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Mono Alphabetic

A Monoalphabetic Cipher is a substitution cipher where each letter in the
plaintext is replaced by another fixed letter from the alphabet.

One fixed mapping is used for the entire message
Example:
A-QB—-WC—-ED-—>R,..

e Simple to implement
o Easy to crack using frequency 37an37isis

It is more secure 37an Caesar (which shifts letters), but still not safe for
real security.
Example Mapping

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: QWERTYUIOPASDFGHJKLZXCVBNM

Plaintext: HELLO
Encrypted: 1Tssc

import java.util.HashMap;

public class Main {

static final String PLAIN = "ABCDEFGHIJKLMNOPQRSTUVWXYZ";
static final String CIPHER = "QWERTYUIOPASDFGHJKLZXCVBNM";

static HashMap<Character, Character> encryptMap = new
HashMap<>();
static HashMap<Character, Character> decryptMap = new

HashMap<>();
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// Initialize the maps
static {
for (int i = @; i < PLAIN.length(); i++) {
encryptMap.put(PLAIN.charAt(i), CIPHER.charAt(i));
decryptMap.put(CIPHER.charAt(i), PLAIN.charAt(i));

// Encrypt

public static String encrypt(String text) {
StringBuilder result = new StringBuilder();
text = text.toUpperCase();

for (char ch : text.toCharArray()) {
if (Character.isLetter(ch))
result.append(encryptMap.get(ch));
else
result.append(ch);

}

return result.toString();
}
// Decrypt

public static String decrypt(String text) {
StringBuilder result = new StringBuilder();
text = text.toUpperCase();

for (char ch : text.toCharArray()) {
if (Character.isLetter(ch))
result.append(decryptMap.get(ch));
else
result.append(ch);
}

return result.toString();
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public static void main(String[] args) {

String
String
String

System.
System.
System.

// Plaintext :
// Encrypted :
// Decrypted :

message = "HELLO WORLD";
encrypted = encrypt(message);
decrypted = decrypt(encrypted);

out.println("Plaintext : + message);

out.println("Encrypted : + encrypted);

out.println("Decrypted : + decrypted);

HELLO WORLD
ITSSG VGKSR
HELLO WORLD
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Permutation Cipher

The Permutation Cipher (also called Transposition Cipher) works by
rearranging (permuting) the positions of characters in a fixed-size
block using a secret key (a permutation of positions).

Unlike substitution ciphers (Caesar, Monoalphabetic), a permutation
cipher does not change the letters themselves — it only reorders
them.

Example for block size 5:

Key (permutation):
(3, 1, 4, 2, 5]

This means:
Position: 1 2 3

4 5
Becomes: 31425

Plain block: HELLO
Reordered : L H O E O — depending on the key

It is more secure than a simple Caesar shift, but still breakable by modern
methods.

How it works:
1. Choose a permutation key as an array (example: {3,1,4,2,5})

2. Split the plaintext into blocks of N
3. Rearrange characters in each block according to the key
4. To decrypt, use the inverse permutation

import java.util.Arrays;
public class Main {

// Permutation key: positions start at 1 (human-friendly)
// 1 ->3,2->1, 3 ->4, 4 -> 2
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static final int[] KEY = {3, 1, 4, 2};
static final int BLOCK_SIZE = KEY.length;

// ================= ENCRYPT =================
public static String encrypt(String text) {

text = text.replaceAll("\\s+", "").toUpperCase();
// Pad with X if necessary
while (text.length() % BLOCK_SIZE != 9) {
text += "X";
StringBuilder result = new StringBuilder();
for (int i = 0; i < text.length(); i += BLOCK_SIZE) {
char[] block = text.substring(i, i +
BLOCK_SIZE).toCharArray();
char[] encrypted = new char[BLOCK_SIZE];
for (int j = @; j < BLOCK_SIZE; j++) {

// KEY[Jj] - 1 is the source index
encrypted[j] = block[KEY[j] - 17;

result.append(encrypted);

return result.toString();

/] ================= DECRYPT =================
public static String decrypt(String text) {
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StringBuilder result = new StringBuilder();

// Build inverse key

int[] inverseKey = new int[BLOCK_SIZE];

for (int i = @; i < BLOCK_SIZE; i++) {
inverseKey[KEY[i] - 1] = i + 1;

for (int i = 0; i < text.length(); i += BLOCK_SIZE) {

char[] block = text.substring(i, i +
BLOCK_SIZE).toCharArray();
char[] decrypted = new char[BLOCK_SIZE];
for (int j = @; j < BLOCK_SIZE; j++) {
decrypted[j] = block[inverseKey[j] - 1];
result.append(decrypted);

return result.toString();

public static void main(String[] args) {

String message = "HELLO WORLD";
String encrypted = encrypt(message);

String decrypted = decrypt(encrypted);

System.out.println("Key
Arrays.toString(KEY));
System.out.println("Plaintext

+ message);

System.out.println("Encrypted + encrypted);

System.out.println("Decrypted + decrypted);
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// Key

// Plaintext
// Encrypted
// Decrypted

[3, 1, 4, 2]

: HELLO WORLD
. LHLEOORWXLXD
: HELLOWORLDXX
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Polybius

The Polybius Cipher is a classical substitution cipher that uses a 5x5
grid of letters. Each letter is replaced by its row and column numbers
inside the square. The letters | and J are usually combined so that 25
letters fit in the grid. It is one of the earliest examples of encoding letters
into numbers.

import java.util.HashMap;
import java.util.Map;

public class Main {

private static final char[][] SQUARE = {
{‘A'J'B|JI IJIDIJIEI}J
{'F','G
{'L','mM","
R
W

1

private static final Map<Character, String> MAP = new

HashMap<>();

static {
for (int i = 0; i < 5; i++) {
for (int j = 9; j < 5; j++) {
MAP.put (SQUARE[i][j], "" + (i + 1) + (J + 1));

}
MAP.put('3J"', "24"); // treat J as I

public static String encrypt(String text) {
text = text.toUpperCase().replaceAll("["A-Z]", "");
StringBuilder result = new StringBuilder();
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for (char c : text.toCharArray()) {

result.append(MAP.get(c)).append(" ");

return result.toString().trim();

public static void main(String[] args) {
System.out.println(encrypt("HELLO"));
31 31 34

}

// 23 15 31 31 34

// Output: 23 15
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Product Cipher

A Product Cipher is a classical encryption method that combines two or
more ciphers—most commonly substitution and transposition—to
create a stronger cipher. The idea is that while substitution hides the
letters and transposition hides the positions, combining both makes
breaking the cipher significantly harder.

A common simple example is using a Caesar Cipher (substitution)
followed by a Columnar Transposition Cipher (transposition).

Below is a minimal and fully functional Java snippet that performs:

1. Caesar shift (substitution)
2. Columnar transposition (transposition)

public class Main {

// Step 1: Caesar substitution
public static String caesarEncrypt(String text, int shift) {
StringBuilder result = new StringBuilder();

for (char c : text.toUpperCase().toCharArray()) {
if (c >= 'A" && c <= 'Z") {
char shifted = (char) ((c - 'A'" + shift) % 26 +
'A);
result.append(shifted);

return result.toString();

// Step 2: Columnar transposition
public static String columnarEncrypt(String text, int cols) {
StringBuilder result = new StringBuilder();
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int rows = (int) Math.ceil(text.length() / (double)

cols);

char[][] grid = new char[rows][cols];

int index = 9;
for (int r = 9; r < rows; r++) {
for (int ¢ = 9; c < cols; c++) {
if (index < text.length()) {
grid[r][c]
} else {
grid[r][c]

text.charAt(index++);

'X'; // padding

// Read column by column
for (int ¢ = 9; ¢ < cols; c++) {
for (int r = 9; r < rows; r++) {

result.append(grid[r][c]);

return result.toString();

// Full Product Cipher: Caesar + Transposition
public static String encrypt(String message, int shift, int
columns) {
String stepl = caesarEncrypt(message, shift);
return columnarEncrypt(stepl, columns);

public static void main(String[] args) {
String plaintext = "HELLOWORLD";
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String

System.
System.

// Plaintext:
// Encrypted:

encrypted = encrypt(plaintext, 3, 4);

out.println("Plaintext: + plaintext);

out.println("Encrypted: + encrypted);

HELLOWORLD
KROHZGORXOUX
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Rail Fence Cipher

The Rail Fence Cipher is a classical transposition cipher that writes the
message in a zig-zag pattern across multiple "rails" (rows). After writing
the zig-zag, the ciphertext is formed by reading row by row. It changes the
order of characters without changing the characters themselves.

public class Main {

// Encrypt using Rail Fence Cipher
public static String encrypt(String text, int rails) {
if (rails <= 1) return text;

StringBuilder[] fence = new StringBuilder[rails];
for (int i = 9; i < rails; i++) fence[i] = new

StringBuilder();

int row = 9;

boolean down = true;

for (char c : text.toCharArray()) {

fence[row].append(c);

if (down) {
if (row == rails - 1) {
down = false;

row--;
} else {
row++;
}
} else {

if (row == 0) {
down = true;
row++;

} else {
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row--;

StringBuilder encrypted = new StringBuilder();
for (StringBuilder sb : fence) encrypted.append(sb);

return encrypted.toString();

public static void main(String[] args) {
String plaintext = "HELLOWORLD";

String encrypted = encrypt(plaintext, 3);

System.out.println("Plaintext: + plaintext);

System.out.println("Encrypted: + encrypted);

// Plaintext: HELLOWORLD
// Encrypted: HOLELWRDLO
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